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About this publication

This publication provides information about planning for, implementing, monitoring, and operating a data
protection solution that uses IBM Storage Protect best practices.

Who should read this guide

This guide is intended for anyone who is registered as an administrator for IBM Storage Protect.
A single administrator can manage IBM Storage Protect, or several people can share administrative
responsibilities.

You should be familiar with the operating system on which the server resides and the communication
protocols required for the client or server environment. You also need to understand the storage
management practices of your organization, such as how you are currently backing up workstation files
and how you are using storage devices.

Publications

The IBM Storage Protect product family includes, IBM Storage Protect for Virtual Environments, IBM
Storage Protect for Databases, and several other storage management products from IBM®.

To view IBM product documentation, see IBM Documentation.
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What's new in this release

This release of IBM Storage Protect introduces new features and updates.
For a list of new features and updates in this release, see the following topics:

« What's new for Server components

« What's new for Client components

If changes were made in the documentation, they are indicated by a vertical bar (]) in the margin.

© Copyright IBM Corp. 1993, 2025
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Part 1. Planning for a single-site disk data protection
solution

Plan for a data protection implementation that includes a server at a single site that uses data
deduplication.

Implementation options
You can configure the server for a single-site disk solution in the following ways:

Configure the server by using the Operations Center and administrative commands
This documentation provides steps to configure a range of storage systems and the server software
for your solution. Configuration tasks are completed by using wizards and options in the Operations
Center and IBM Storage Protect commands. For information about getting started, see the “Planning
roadmap” on page 1.

Configure the server by using automated scripts
For detailed guidance on implementing a single-site disk solution with specific IBM Storwize® storage
systems, and by using automated scripts to configure the server, see IBM Storage Protect Blueprints.

The blueprint documentation does not include steps for installing and configuring the Operations
Center, or setting up secure communications by using Transport Security Layer (TLS). An option for
using Elastic Storage Server, based on IBM Storage Scale technology, is included.

Planning roadmap
Plan for the single-site disk solution by reviewing the architecture layout in the following figure and then
completing the roadmap tasks that follow the diagram.

) ) ; (+) Single-site architecture ) Cost effective
Single-site disk
' () Space efficient () Simpler implementation

Applications, virtual machines, Server
systems

2

Inventory

Disk storage for deduplicated
data and inventory backup

The following steps are required to plan for a single-site disk environment.

1. Select your system size.
2. Meet system requirements for hardware and software.

© Copyright IBM Corp. 1993, 2025
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3. Record values for your system configuration in the planning worksheets.

4. Plan for storage.
5. Plan for security.

a. Plan for administrator roles.

b. Plan for secure communications.

c. Plan for storage of encrypted data.

d. Plan for firewall access.

Selecting a system size

Select the size of the IBM Storage Protect server based on the amount of data that you manage and the

systems to be protected.

About this task

You can use the information in the table to determine the size of the server that is required, based on the
amount of data that you manage.

The following table describes the volume of data that a server manages. This amount includes all
versions. The daily amount of data is how much new data you back up each day. Both the total managed
data and daily amount of new data are measured as the size before any data reduction.

Table 1. Determining the size of the server

Total managed data

Daily amount of new
data to back up with
one replication copy

Daily amount of new
data to back up with
two replication copies

Required server size

10TB-40TB Up to 1 TB per day Up to 0.6 TB per day Extra Small
60TB-240TB Up to 10 TB per day Up to 6 TB per day Small
360TB-1440TB 10 - 30 TB per day 6 - 18 TB per day Medium
1000 TB - 4000 TB 30-100 TB per day 18 - 60 TB per day Large

The daily backup values in the table are based on test results with 128 MB sized objects, which are used
by IBM Storage Protect for Virtual Environments. Workloads that consist of objects that are smaller than
128 KB might not be able to achieve these daily limits.

System requirements for a single-site disk solution

After you select the IBM Storage Protect solution that best fits your data protection requirements, review
the system requirements to plan for implementation of the data protection solution.

Ensure that your system meets the hardware and software prerequisites for the size of server that you

plan to use.

Related information

IBM Storage Protect Supported Operating Systems

2 IBM Storage Protect: Single-Site Disk Solution Guide
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Hardware requirements

Hardware requirements for your IBM Storage Protect solution are based on system size. Choose
equivalent or better components than those items that are listed to ensure optimum performance for

your environment.

For a definition of system sizes, see “Selecting a system size” on page 2.

The following table includes minimum hardware requirements for the server and storage, based on the
size of the server that you plan to build. If you are using local partitions (LPARs) or work partitions
(WPARs), adjust the network requirements to take account of the partition sizes.

Use the information in the following table as a starting point. For the most up-to-date information about
hardware requirements and specifications for the server and storage, see IBM Storage Protect Blueprints.

Hardware component

Small system

Medium system

Large system

Server processor

BRI 6 processor
cores, 3.42 GHz or faster

| Linux | Windows IS
processor cores, 1.7 GHz
or faster

BTN 10 processor
cores, 3.42 GHz or faster

| Linux | Windows jly)
processor cores, 2.2 GHz
or faster

IR0 processor
cores, 3.42 GHz

| Linux | Windows KV}
processor cores, 2.2 GHz
or faster

Server memory

64 GB RAM

128 GB RAM

256 GB RAM

Network « 10 GB Ethernet (1 port) |+ 10 GB Ethernet (2 ports) |+ 10 GB Ethernet (4 ports)
« 8 GB Fibre Channel « 8 GB Fibre Channel « 8 GB Fibre Channel
adapter (2 ports) adapter (2 ports) adapter (4 ports)
Storage « 1.45 TB SSD disks « 2.53 TB SSD disks « 6.54 TB SSD disks

for the database, plus
space for Operations
Center records

« 67 TB deduplicated
directory-container
storage pool

for the database, plus
space for Operations
Center records

« 207.9 TB deduplicated
directory-container
storage pool

for the database, plus
space for Operations
Center records

- 1049.67 1B
deduplicated directory-
container storage pool

Estimating database space requirements for the Operations Center

Hardware requirements for the Operations Center are included in the preceding table, except for the
database and archive log space (inventory) that the Operations Center uses to hold records for managed

clients.

If you do not plan to install the Operations Center on the same system as the server, you can estimate
system requirements separately. To calculate system requirements for the Operations Center, see the
system requirements calculator in technote 1641684.

Managing the Operations Center on the server is a workload that requires extra space for database
operations. The amount of space depends on the number of clients that are monitored on a server. Review
the following guidelines to estimate how much space your server requires.

Database space

The Operations Center uses approximately 1.2 GB of database space for every 1000 clients that are
monitored on a server. For example, consider a hub server with 2000 clients that also manages three
spoke servers, each with 1500 clients. This configuration has a total of 6500 clients across the four
servers and requires approximately 8.4 GB of database space. This value is calculated by rounding the
6500 clients up to the next closest 1000, which is 7000:

7 x 1.2 GB=8.4 GB

Part 1. Planning for a single-site disk data protection solution 3
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Archive log space

The Operations Center uses approximately 8 GB of archive log space every 24 hours, for every 1000
clients. In the example of 6500 clients across the hub server and the spoke servers, 56 GB of archive

log space is used over a 24-hour period for the hub server.

For each spoke server in the example, the archive log space that is used over 24 hours is
approximately 16 GB. These estimates are based on the default status collection interval of 5
minutes. If you reduce the collection interval from once every 5 minutes to once every 3 minutes,
the space requirements increase. The following examples show the approximate increase in the log
space requirement with a collection interval of once every 3 minutes:

« Hub server: 56 GB to approximately 94 GB

« Each spoke server: 16 GB to approximately 28 GB

Increase the archive log space so that you have sufficient space available to support the Operations
Center, without affecting the existing server operations.

Software requirements

Documentation for the single-site disk IBM Storage Protect solution includes installation and
configuration tasks for the following operating systems. You must meet the minimum software

requirements that are listed.

AIX systems

Type of software

Minimum software requirements

Operating system

IBM AIX 7.2

o AIX 7.2 TL4 with SP3, TL5 with SP2, or later AIX 7.2 levels
IBM AIX 7.3

« AIX 7.3. TLO with SP1 or later AIX 7.3 levels

For more information about operating system requirements, see the IBM
Storage Protect installation information.

Gunzip utility

The gunzip utility must be available on your system before you install or
upgrade the IBM Storage Protect server. Ensure that the gunzip utility is
installed and the path to it is set in the PATH environment variable.

File system type

JFS2 file systems

AIX systems can cache a large amount of file system data, which can reduce
memory that is required for server and IBM Db2 processes. To avoid paging
with the AIX server, use the rbxrw mount option for the JFS2 file system.
Less memory is used for the file system cache and more is available for IBM
Storage Protect.

Do not use the file system mount options, Concurrent I/O (CIO), and Direct
I/0 (DIO), for file systems that contain the IBM Storage Protect database,
logs, or storage pool volumes. These options can cause performance
degradation of many server operations. IBM Storage Protect and Db2 can
still use DIO where it is beneficial to do so, but IBM Storage Protect

does not require the mount options to selectively take advantage of these
techniques.

Other software

Korn Shell (ksh)
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Linux systems

Type of software Minimum software requirements

Operating system Red Hat® Enterprise Linux® 9.1 or later RHEL 9 levels

Red Hat Enterprise Linux 8.1 or later RHEL 8 levels

Red Hat Enterprise Linux 7.6 or later RHEL 7 levels

SUSE Linux Enterprise Server 15, SP1 or later SLES 15 levels
SUSE Linux Enterprise Server 12, SP4 or later SLES 12 levels
Ubuntu Server LTS 18.04 or later Ubuntu Server LTS 18.04 levels
Ubuntu Server LTS 20.04 or later Ubuntu Server LTS 20.04 levels
Note:

» The list of Linux versions supported only applies to xLinux and Linux on
Power Systems. For Linux on System z it is limited to the following levels:

Red Hat Enterprise Linux 7.6 or later RHEL 7 levels
Red Hat Enterprise Linux 8.4 or later RHEL 8 levels
SUSE Linux Enterprise Server 12, SP4 or later SLES 12 levels
SUSE Linux Enterprise Server 15, SP5 or later SLES 15 levels

« Recommended upgrade sequence: The upgrade sequence for the existing
IBM Storage Protect server 8.1.25 or older version, which is deployed on
SLES 12 on System z°, must be in the following sequence:

1. Upgrade the IBM Storage Protect server to version 8.1.26 or a later
version on SLES 12 on System z.

2. Upgrade SLES 12 to SLES 15.
Ubuntu Server LTS 22.04 or later Ubuntu Server LTS 22.04 levels

Note: There are known issues associated with upgrading from Ubuntu
Server LTS 20.04 to Ubuntu Server LTS 22.04. To resolve these issues, see
db2start fails after Linux OS Upgrade
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Type of software

Minimum software requirements

Libraries

GNU C° libraries, Version 2.3.3-98.38 or later that is installed on the IBM
Storage Protect system.

For Red Hat Enterprise Linux Servers:

- libaio

« libstdc++.50.6 (32-bit and 64-bit packages are required)

« numactl.x86_64

For Red Hat Enterprise Linux (RHEL 8), also add this library:

e libnuma.so.1

For SUSE Linux Enterprise Servers:

- libaio

« libstdc++.s0.6 at version 4.3 or later (32-bit and 64-bit packages are
required)

« libnuma.so.1

For Ubuntu LTS Servers:
« libaiol

« libnuma.so.1

For RHEL 9 on Power®

« libxcrypt-compat ksh
ForRHEL9 on Z

» ksh, elfutils-libelf-devel, patch, kernel-devel, m4, libxcrypt-compat

File system type

Format database-related file systems with ext3 or ext4.

For storage pool-related file systems, use XFS.

Other software

Korn Shell (ksh)

Windows systems

Type of software

Minimum software requirements

Operating system

Microsoft Windows Server 2019
Microsoft Windows Server 2016

File system type

NTFS

Other software

Windows 2019 or Windows 2016 with .NET Framework 3.5 is installed and
enabled.

The following User Account Control policies must be disabled:

» User Account Control: Admin Approval Mode for the Built-in Administrator
account

= User Account Control: Run all administrators in Admin Approval Mode

Related information
Setting AIX network options
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Planning worksheets

Use the planning worksheets to record values that you use to set up your system and configure the IBM
Storage Protect server. Use the default values that are listed in the worksheets.

Each worksheet helps you prepare for different parts of the system configuration by using the default

values:

Server system preconfiguration
Use the preconfiguration worksheets to plan for the file systems and directories that you create when
you configure file systems for IBM Storage Protect during system setup. All directories that you create
for the server must be empty.

Server configuration
Use the configuration worksheets when you configure the server. Default values are suggested for

most items, except where noted.

AIX

Table 2. Worksheet for preconfiguration of an AIX server system

Item

Default value

Your value

Minimum directory
size

Notes

server installation

TCP/IP port 1500 Not applicable Ensure that this

address for port is available

communications when you install

with the server and configure the
operating system.
The port number
can be a number
in the range 1024
- 32767.

Directory forthe | /home/tsminstl/ 100 GB If you change

server instance tsminstl the value for the
server instance
directory from
the default, also
modify the Db2
instance owner
value in Table 3 on
page 9.

Directory for / 5GB

server installation

Directory for JusT 5GB

server installation

Directory for /var 5GB

server installation

Directory for /tmp 5GB

server installation

Directory for /opt 10 GB
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Table 2. Worksheet for preconfiguration of an AILX server system (continued)

Item

Default value

Your value

Minimum directory
size

Notes

Directory forthe | /tsminstl/TSMalog B Vindows |0 When you create
active log small: 30 GB the active log
' . during the initial
+ Smalland medium: | configuration of
140 GB the server, set the
« Large: 550 GB size t0 128 GB.
Directory forthe | /tsminstl/ B viindows |90
archive log TSMaxchlog small: 250 GB
- Small: 1 TB
« Medium: 2 TB
« Large: 4TB
Directories for the Minimum total space |Create a minimum
database Jtsminstl/ for all directories: number of file
TSMdbspace@o . MMt | SEmSTOr
/tsminstl/ small: At least 200 the database,
TSMdbspace0l GB ' d.ependlng on the
/tsminstl/ size of your
TSMdbspace0?2 « Small: At least 1 TB | system:
/tsminstl/ « Medium: At least 2 B indows | TEY
TSMdbspace03 B small: At least 1
 Large: At least4 TB file system
« Small: At least 4
file systems
e Medium: At least
4 file systems
- Large: At least 8
file systems
Directories for Minimum total space |Create a minimum
storage /tsminstl/TSMEile0O for all directories: number of
/tsminstl/TSMfile0l B Windows [T ?le stystems
/tsminst1l/TSMEile02 small: At least 10 TB d(?erpses(rj?r%glon the
tsminst1/TSMfil
/tsminstl/TSME1le03 « Small: At least 38 TB | size of your
« Medium: At least system:
180718 . T EXtra
« Large: At least 500 small: At least 2
TB file systems
e Small: At least 2
file systems

« Medium: At least
10 file systems

- Large: At least
30 file systems
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Table 2. Worksheet for preconfiguration of an AILX server system (continued)

Item Default value Your value Minimum directory Notes
size
Directories for Minimum total space |Create a minimum
database backup /tsminst1/TSMbkup@o for all directories: number of file
/tsminst1/TSMbkup01 N Windows [P systems for

backing up
the database,
« Small: At least 3 TB |depending on the

. Medium: At least 10 |Size of your
B system:

/tsminstl/TSMbkup@©2 small: At least 1 TB
/tsminstl/TSMbkup03

. Large: At least 16 TB |- IZIITZMMEXtra
small: At least 1
file system

« Small: At least 2
file systems

e Medium: At least
3 file systems

 Large: At least 3
file systems

The first database
backup directory
is also used for
the archive log
failover directory
and a second copy
of the volume
history and device
configuration files.

Table 3. Worksheet for IBM Storage Protect configuration

Item Default value Your value Notes

Db2 instance owner | tsminstl If you changed the value
for the server instance
directory in Table 2 on
page 7 from the default,
also modify the value for
the Db2 instance owner.

Db2 instance owner | passwOxd Select a different value
password for the instance owner
password than the
default. Ensure that you
record this value in a
secure location.

Primary group for tsmsrvrs
the Db2 instance

owner

Server name The default value for the
server name is the system
hostname.
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Table 3. Worksheet for IBM Storage Protect configuration (continued)

Item Default value Your value Notes

Server password passwOrd Select a different value for
the server password than
the default. Ensure that
you record this value in a
secure location.

Administrator ID: admin

user ID for the

server instance

Administrator ID passwOrd Select a different value

password for the administrator
password than the
default. Ensure that you
record this value in a
secure location.

Schedule start time [22:00 The default schedule start

time begins the client
workload phase, which

is predominantly the
client backup and archive
activities. During the client
workload phase, server
resources support client
operations. Normally,
these operations are
completed during the
nightly schedule window.

Schedules for server
maintenance operations
are defined to begin 10
hours after the start of the
client backup window.

Linux

Table 4. Worksheet for preconfiguration of a Linux server system

Item

Default value

Your value

Minimum directory
size

Notes

TCP/IP port
address for
communications
with the server

1500

Not applicable

Ensure that this
port is available
when you install
and configure the
operating system.

The port number
can be a number
in the range 1024
- 32767.
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Table 4. Worksheet for preconfiguration of a Linux server system (continued)

Item Default value Your value Minimum directory Notes

size
Directory forthe | /home/tsminstl/ 25GB If you change
server instance tsminstl the value for the

server instance
directory from

the default, also
modify the Db2
instance owner
value in Table 5 on

page 13.
Directory forthe | /tsminstl/TSMalog B viindows [0
active log small: 30 GB
« Small and medium:
140 GB
 Large: 550 GB
Directory forthe |/tsminstl/ B viindows [0 Y
archive log TSMarchlog small: 250 GB
« Small: 1 TB
« Medium: 2 TB
« Large: 4TB
Directories for the Minimum total space | Create a minimum
database Jtsminstl/ for all directories: number of file
TSMdbspace00 M Windows | systems for
/tsminztl/ small: At l(IaE:st'EaZOO the database,
TSMdbspace01 B : d.ependlng on the
/tsminst1/ size of your
TSMdbspace®2 « Small: At least 1 TB | system:
/tsminstl/ « Medium: At least 2 . e tra

TSMdbspace®3 T8 small: At least 1
 Large: At least 4 TB file system

« Small: At least 4
file systems

e Medium: At least
4 file systems

- Large: At least 8
file systems
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Table 4. Worksheet for preconfiguration of a Linux server system (continued)

Item

Default value

Your value

Minimum directory
size

Notes

Directories for

Minimum total space

Create a minimum

« Small: At least 3 TB

« Medium: At least 10
TB

» Large: At least 16 TB

storage /tsminstl/TSMEile00 for all directories: number of
/tsminst1l/TSMfile01 N Windows [P ?le systems
/tsminstl/TSMfile@2 small: At least 10 TB d‘gpsgg;?fg'on e
tsminstl/TSMfile03 .
/tsminstl/ 1€ « Small: At least 38 TB | size of your
« Medium: At least system:
180TB B iindows _[R10)
 Large: At least 500 small: At least 2
B file systems
« Small: At least 2
file systems
e Medium: At least
10 file systems
- Large: At least
30 file systems
Directories for Minimum total space [ Create a minimum
database backup /tsminst1/TSMbkupOo for all directories: number of file
/tsminstl/TSMbkup0l o I EXtra Eystsms for
/tsminstl/TSMbkup03 € database,

depending on the
size of your
system:

N Windows [S¥eTe)
small: At least 1
file system

« Small: At least 2
file systems

« Medium: At least
3 file systems

» Large: At least 3
file systems

The first database
backup directory
is also used for
the archive log
failover directory
and a second copy
of the volume
history and device
configuration files.
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Table 5. Worksheet for IBM Storage Protect configuration

Item

Default value

Your value

Notes

Db2 instance owner

tsminstl

If you changed the value
for the server instance
directory in Table 4 on
page 10 from the default,
also modify the value for
the Db2 instance owner.

Db2 instance owner
password

passwOrd

Select a different value
for the instance owner
password than the
default. Ensure that you
record this value in a
secure location.

Primary group for
the Db2 instance
owner

tsmsrvrs

Server name

The default value for the
server name is the system
hostname.

Server password passwOrd Select a different value for
the server password than
the default. Ensure that
you record this value in a
secure location.

Administrator ID: admin

user ID for the

server instance

Administrator ID passwOrd Select a different value

password for the administrator
password than the
default. Ensure that you
record this value in a
secure location.

Schedule start time |22:00 The default schedule start

time begins the client
workload phase, which

is predominantly the
client backup and archive
activities. During the client
workload phase, server
resources support client
operations. Normally,
these operations are
completed during the
nightly schedule window.

Schedules for server
maintenance operations
are defined to begin 10
hours after the start of the
client backup window.
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Windows

Because many volumes are created for the server, configure the server by using the Windows feature of

mapping disk volumes to directories rather than to drive letters.

For example, C: \tsminst1\TSMdbpsace00 is a mount point to a volume with its own space. The
volume is mapped to a directory under the C: drive, but does not take up space from the C: drive.
The exception is the server instance directory, C: \tsminst1, which can be a mount point or a regular

directory.

Table 6. Worksheet for preconfiguration of a Windows server system

Item Default value Your value Minimum directory Notes
size
TCP/IP port 1500 Not applicable Ensure that this

address for
communications
with the server

port is available
when you install
and configure the
operating system.

The port number
can be a number
in the range 1024
- 32767.

Directory forthe |C:\tsminstl 25GB
server instance

If you change

the value for the
server instance
directory from

the default, also
modify the Db2
instance owner
value in Table 7 on
page 16.

Directory forthe |C:\tsminst1\TSMalog « T Extra
active log small: 30 GB

140 GB
Large: 550 GB

Small and medium:

Directory forthe |C:\tsminst1\TSMarch « T M Extra
archive log log small: 250 GB
« Small: 1 TB
« Medium: 2 TB
» Large: 4 TB
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Table 6. Worksheet for preconfiguration of a Windows server system (continued)

Item

Default value

Your value

Minimum directory
size

Notes

Directories for the
database

C:\tsminstl1\TSMdbsp
ace00
C:\tsminstl1\TSMdbsp
ace0l
C:\tsminstl1\TSMdbsp
ace02
C:\tsminstl1\TSMdbsp
ace03

Minimum total space
for all directories:

B Windows [=Veey
small: At least 200
GB

e Small: At least 1 TB

« Medium: At least 2
B

 Large: At least4 TB

Create a minimum
number of file
systems for

the database,
depending on the
size of your
system:

N Windows [SVIeY

small: At least 1
file system

« Small: At least 4
file systems

e Medium: At least
4 file systems

- Large: At least 8
file systems

Directories for
storage

C:\tsminstl1\TSMfile
00
C:\tsminstl1\TSMfile
01
C:\tsminstl1\TSMfile
02
C:\tsminstl1\TSMfile
03

Minimum total space
for all directories:

B Windows [SEPN
small: At least 10 TB
« Small: At least 38 TB

« Medium: At least
180 TB

» Large: At least 500
TB

Create a minimum
number of

file systems

for storage,
depending on the
size of your
system:

N Windows [S¥eTe)
small: At least 2
file systems

« Small: At least 2
file systems

« Medium: At least
10 file systems

 Large: At least
30 file systems
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Table 6. Worksheet for preconfiguration of a Windows server system (continued)

Item

Default value

Your value

Minimum directory

size

Notes

Directories for
database backup

C:\tsminstl1\TSMbkup
00
C:\tsminstl1\TSMbkup
01
C:\tsminstl1\TSMbkup
02
C:\tsminstl1\TSMbkup
03

Minimum total space
for all directories:

B Windows [=Veey
small: At least 1 TB

« Small: At least 3 TB

« Medium: At least 10

B

- Large: At least 16 TB

Create a minimum
number of file
systems for
backing up

the database,
depending on the
size of your
system:

N Windows [SVIeY

small: At least 1
file system

« Small: At least 2
file systems

e Medium: At least
3 file systems

 Large: At least 3
file systems

The first database
backup directory
is also used for
the archive log
failover directory
and a second copy
of the volume
history and device
configuration files.

Table 7. Worksheet for IBM Storage Protect configuration

Item

Default value

Your value

Notes

Db2 instance owner

tsminstl

If you changed the value
for the server instance
directory in Table 6 on
page 14 from the default,
also modify the value for
the Db2 instance owner.

Db2 instance owner

password

pAsshWOxd

Select a different value
for the instance owner
password than the
default. Ensure that you
record this value in a
secure location.

Server name

The default value for the

hostname.

server name is the system

16 IBM Storage Protect: Single-Site Disk Solution Guide




Table 7. Worksheet for IBM Storage Protect configuration (continued)

Item Default value Your value Notes

Server password passwOrd Select a different value for
the server password than
the default. Ensure that
you record this value in a
secure location.

Administrator ID: admin

user ID for the

server instance

Administrator ID passwOrd Select a different value

password

for the administrator
password than the
default. Ensure that you
record this value in a
secure location.

Schedule start time |[22:00

The default schedule start
time begins the client
workload phase, which

is predominantly the
client backup and archive
activities. During the client
workload phase, server
resources support client
operations. Normally,
these operations are
completed during the
nightly schedule window.

Schedules for server
maintenance operations
are defined to begin 10
hours after the start of the
client backup window.

Planning for storage

Choose the most effective storage technology for IBM Storage Protect components to ensure efficient

server performance and operations.

Storage hardware devices have different capacity and performance characteristics, which determine how
they can be used effectively with IBM Storage Protect. For general guidance on selecting the appropriate

storage hardware and set up for your solution, review the following guidelines.

Database and active log

« Use a fast disk for the IBM Storage Protect database and active log, for example with the following

characteristics:

— High performance, 15k rpm disk with Fibre Channel or serial-attached SCSI (SAS) interface

— Solid-state disk (SSD)

- Isolate the active log from the database unless you use SSD or flash hardware

- When you create arrays for the database, use RAID level 5
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Storage pool
 You can use less expensive and slower disks for the storage pool
» The storage pool can share disks for the archive log and database backup storage

« Use RAID level 6 for storage pool arrays to add protection against double drive failures when you
use large disk types

Related information
Storage system requirements and reducing the risk of data corruption

Planning the storage arrays

Prepare for disk storage configuration by planning for RAID arrays and volumes, according to the size of
your IBM Storage Protect system.

You design storage arrays with size and performance characteristics that are suitable for one of the IBM
Storage Protect server storage components, such as the server database or a storage pool. The storage
planning activity must take account of drive type, RAID level, number of drives, the number of spare
drives, and so on. In the solution configurations, storage groups contain internal-storage RAID arrays and
consist of multiple physical disks that are presented as logical volumes to the system. When you configure
the disk storage system, you create storage groups, or data storage pools, and then create storage arrays
in the groups.

You create volumes, or LUNs, from the storage groups. The storage group defines which disks provide
the storage that makes up the volume. When you create volumes, make them fully allocated. Faster disks
types are used to hold the database volumes and active log volumes. Slower disk types can be used for
the storage pool volumes, archive log, and database backup volumes. If you use a smaller disk storage
pool to stage data, you might need to use faster disks to manage the daily workload performance for
ingesting and migrating data.

Table 8 on page 18 and Table 9 on page 19 describe the layout requirements for storage groups and
volume configuration.

Table 8. Components of storage group configuration

Component Details

Server storage requirement | How the storage is used by the server.

Disk type Size and speed for the disk type that is used for the storage requirement.

Disk quantity Number of each disk type that is needed for the storage requirement.

Hot spare capacity Number of disks that are reserved as spares to take over if disk failures
occur.

RAID level Level of RAID array that is used for logical storage. The RAID level defines
the type of redundancy that is provided by the array, for example, 5 or 6.

RAID array quantity Number of RAID arrays to be created.

DDMs per RAID array How many disk drive modules (DDMs) are to be used in each of the RAID
arrays.

Usable size per RAID array |Size that is available for data storage in each RAID array after accounting
for space that is lost due to redundancy.

Total usable size Total size that is available for data storage in the RAID arrays:

Quantity x Usable size

Suggested storage group Preferred name to use for MDisks and MDisk groups.
and array names
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Table 8. Components of storage group configuration (continued)

Component Details

Usage Server component that uses part of the physical disk.

Table 9. Components of volume configuration

Component Details

Server storage requirement | Requirement for which the physical disk is used.

Volume name Unique name that is given to a specific volume.

Storage group Name of the storage group from which the space is obtained to create the
volume.

Size Size of each volume.

Intended server mount Directory on the server system where the volume is mounted.

point

Quantity Number of volumes to create for a specific requirement. Use the same
naming standard for each volume that is created for the same requirement.

Usage Server component that uses part of the physical disk.

Examples

Configuration examples for storage groups and volumes are available at the following link: Examples of
worksheets for planning storage arrays. The examples show how to plan the storage for different server
sizes. In the example configurations, there is a one-to-one mapping between disks and storage groups.
You can download the examples and edit the worksheets to plan the storage configuration for your server.

Planning for security

Plan to protect the security of systems in the IBM Storage Protect solution with access and authentication
controls, and consider encrypting data and password transmission.

For guidelines about protecting your storage environment against ransomware attacks, and recovering
your storage environment if an attack occurs, see Protecting the storage environment against
ransomware.

Planning for administrator roles

Define the authority levels that you want to assign to administrators who have access to the IBM Storage
Protect solution.

You can assign one of the following levels of authority to administrators:

System
Administrators with system authority have the highest level of authority. Administrators with this level
of authority can complete any task. They can manage all policy domains and storage pools, and grant
authority to other administrators.

Policy
Administrators who have policy authority can manage all of the tasks that are related to policy
management. This privilege can be unrestricted, or can be restricted to specific policy domains.

Storage
Administrators who have storage authority can allocate and control storage resources for the server.
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Operator

Administrators who have operator authority can control the immediate operation of the server and the
availability of storage media such as tape libraries and drives.

The scenarios in Table 10 on page 20 provide examples about why you might want to assign varying
levels of authority so that administrators can perform tasks:

Table 10. Scenarios for administrator roles

Scenario

Type of administrator ID to set up

An administrator at a small company manages the
server and is responsible for all server activities.

System authority: 1 administrator ID

An administrator for multiple servers also manages
the overall system. Several other administrators
manage their own storage pools.

System authority on all servers: 1 administrator ID
for the overall system administrator

Storage authority for designated storage pools: 1
administrator ID for each of the other administrators

An administrator manages 2 servers. Another person
helps with the administration tasks. Two assistants
are responsible for helping to ensure that important
systems are backed up. Each assistant is responsible
for monitoring the scheduled backups on one of the
IBM Storage Protect servers.

System authority on both servers: 2 administrator
IDs

Operator authority: 2 administrator IDs for the
assistants with access to the server that each person
is responsible for

Planning for secure communications

Plan for protecting communications among the IBM Storage Protect solution components.

Determine the level of protection that is required for your data, based on regulations and business
requirements under which your company operates.

If your business requires a high level of security for passwords and data transmission, plan on
implementing secure communication with Transport Layer Security (TLS) or Secure Sockets Layer (SSL)

protocols.

TLS and SSL provide secure communications between the server and client, but can affect system
performance. To improve system performance, use TLS for authentication without encrypting object data.
To specify whether the server uses TLS for the entire session or only for authentication, see the SSL client
option for client-to-server communication, and the UPDATE SERVER command with the SSL parameter

for server-to-server communication.

Beginning in V8.1.2, TLS is used for authentication by default. If you decide to use TLS to encrypt entire
sessions, use the protocol only for sessions where it is necessary and add processor resources on the
server to manage the increase in network traffic. You can also try other options. For example, some
networking devices such as routers and switches provide the TLS or SSL function.

You can use TLS and SSL to protect some or all of the different possible communication paths, for

example:

- Operations Center: browser to hub; hub to spoke

- Client to server
- Server to server: node replication

Related information
Securing communications
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Planning for storage of encrypted data

Determine whether your company requires stored data to be encrypted, and choose the option that best
suits your needs.

If your company requires the data in storage pools to be encrypted, then you have the option of using IBM
Storage Protect encryption, or an external device such as tape for encryption.

If you choose IBM Storage Protect to encrypt the data, extra computing resources are required at the
client that might affect the performance of backup and restore processes.

Related information
Data encryption considerations for cloud-container storage pools in IBM Storage Protect

Planning firewall access

Determine the firewalls that are set and the ports that must be open for the IBM Storage Protect solution
to work.

Table 11 on page 21 describes the ports that are used by the server, client, and Operations Center.

Table 11. Ports that are used by the server, client, and Operations Center

Item Default Direction Description
Base port 1500 Outbound/ Each server instance requires a unique port. You can
(TCPPORT) inbound specify an alternative port number instead of using

the default. The TCPPORT option listens for both
TCP/IP and SSL-enabled sessions from the client.
For administrative client traffic, you can use the
TCPADMINPORT and ADMINONCLIENTPORT options
to set port values.

SSL-only port | No default Outbound/ This port is used if you want to restrict
(SSLTCPPORT) inbound communication on the port to SSL-enabled
sessions only. To support both SSL and non-
SSL communications, use the TCPPORT or
TCPADMINPORT options.

SMB 45 Inbound/ This port is used by configuration wizards that
outbound communicate by using native protocols with multiple
hosts.
SSH 22 Inbound/ This port is used by configuration wizards that
outbound communicate by using native protocols with multiple
hosts.
SMTP 25 Outbound This port is used to send email alerts from the server.
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Table 11. Ports that are used by the server, client, and Operations Center (continued)

Item

Default

Direction

Description

NDMP

No default

Inbound/
outbound

The server must be able to open an outbound NDMP
control port connection to the NAS device. The
outbound control port is the Low-Level Address in
the data mover definition for the NAS device.

During an NDMP filer-to-server restore, the server
must be able to open an outbound NDMP data
connection to the NAS device. The data connection
port that is used during a restore can be configured
on the NAS device.

During NDMP filer-to-server backups, the NAS device
must be able to open outbound data connections to
the server and the server must be able to accept
inbound NDMP data connections. You can use the
server option NDMPPORTRANGE to restrict the set of
ports available for use as NDMP data connections.
You can configure a firewall for connections to these
ports.

Replication

No default

Outbound/
inbound

The port and protocol for the outbound port for
replication are set by the DEFINE SERVER command
that is used to set up replication.

The inbound ports for replication are the TCP ports
and SSL ports that the source replication server
names in the DEFINE SERVER command.

Client
schedule port

Client port:
1501

Outbound

The client listens on the port that is named and
communicates the port number to the server.
The server contacts the client if server prompted
scheduling is used. You can specify an alternative
port number in the client options file.

Long running
sessions

KEEPALIVE
setting: YES

Outbound

When the KEEPALIVE option is enabled, keepalive
packets are sent during client-server sessions to
prevent the firewall software from closing long-
running, inactive connections.

Operations
Center

HTTPS: 11090

Inbound

These ports are used for the Operations Center web
browser. You can specify an alternative port number.

Client
management
service port

Client port:
9028

Inbound

The client management service port must be
accessible from the Operations Center. Ensure that
firewalls cannot prevent connections. The client
management service uses the TCP port of the server
for the client node for authentication by using an
administrative session.
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Part 2. Single-site disk implementation of a data
protection solution

The single-site disk solution is configured at one site and uses data deduplication.

Implementation roadmap
The following steps are required to set up the IBM Storage Protect single-site disk environment.

1. Set up the system.

a. Configure the storage hardware and set up storage arrays for your environment size.

b. Install the server operating system.
c. Configure multipath I/0O.

d. Create the user ID for the se